Data Processing Agreement (DPA)

Between

Customer: The entity identified as the contracting party in the Master Service Agreement (MSA) and
further specified, where applicable, in the relevant Order Form or Subscription Agreement
(“Customer” or “Controller”).

and
Redem GmbH, HafenstraRe 47-51, 4020 Linz, Austria (“ReDem” or “Processor”)

Effective Date: The date on which the later of the parties signs this Agreement, unless an earlier
effective date is specified in the applicable Master Service Agreement (MSA), Order Form, or
Subscription Agreement.

Preamble

A. Customer uses ReDem’s cloud-based Software-as-a-Service to analyze the quality of online survey
data (“Services”).

B. For the Services, ReDem processes Personal Data on behalf of Customer under Article 28 GDPR
and applicable Austrian law (Datenschutzgesetz - DSG).

C. The parties enter into this DPA to set out their respective obligations and to anticipate governance
needs connected to artificial intelligence under Regulation (EU) 2024/1689 (EU Al Act), insofar as the
Services include Al-enabled features or Customer deploys them in regulated contexts.

1. Definitions

1.1 Applicable Data Protection Law: GDPR, national implementing laws including the Austrian DSG,
and ePrivacy rules to the extent applicable (e.g., cookie/terminal equipment access under local law).

1.2 GDPR: Regulation (EU) 2016/679.

1.3 Al Act: Regulation (EU) 2024/1689 and its implementing/delegated acts, guidance and codes of
practice as applicable.

1.4 Customer Personal Data: any Personal Data processed by ReDem on behalf of Customer via the
Services.

1.5 Special Categories: Article 9 GDPR data.
1.6 Sub-processor: any third party engaged by ReDem to process Customer Personal Data.

1.7 Services Data: operational telemetry, logs and service metadata generated by the platform about
the provision and security of the Services. For clarity, Services Data does not include Customer Data.
ReDem is an independent controller for Services Data, used solely to provide, secure, and improve
the platform in accordance with Section 15.

1.8 Al System (for Annex V): a machine-based system that, for given objectives, infers, predicts,
recommends or decides, influencing real or virtual environments (per Al Act definition).



2. Subject Matter, Nature, Purpose, Duration

2.1 Subject Matter: Processing of Customer Personal Data for delivering the Services, including
automated and manual checks to assess and enhance the quality, integrity, and authenticity of online
survey responses and related metadata.

2.2 Nature & Purpose: Hosting, storage, structuring, analysis (including fraud/quality scoring),
deduplication, validation, statistical reporting, and support.

2.3 Duration: The processing shall be carried out for the duration of the Master Service Agreement
(MSA) and any associated Order Form or Subscription Agreement, and shall cease upon deletion or
return of the personal data pursuant to Section 13.

3. Roles and Instructions
3.1 Roles: Customer is Controller; ReDem is Processor for Customer Personal Data.

3.2 Instructions: ReDem shall process Customer Personal Data only on documented instructions from
the Customer, including (i) those set out in this DPA, the MSA, the applicable Order Form or
Subscription Agreement, (ii) Customer’s in-product configurations, and (iii) written instructions
provided through support tickets or other written communication channels agreed between the
Parties.

3.3 Conflicting Laws: If ReDem is required by EU/Member State law to process beyond instructions, it
will inform Customer prior to processing (unless prohibited).

3.4 Customer Responsibilities: Customer is responsible for the lawfulness of its instructions; for
obtaining all necessary consents/notices; for ensuring Special Categories are only submitted where a
valid legal basis exists; and for verifying that the Services are suitable for Customer’s intended
purposes (including any Article 22 automated decision-making considerations).

3.5 Unlawful Instructions: If ReDem considers that an instruction from Customer infringes Applicable
Data Protection Law, ReDem shall promptly inform Customer and suspend the execution of such
instruction until Customer confirms or modifies it in writing.

4. Categories of Data and Data Subjects

4.1 Data Subjects: survey respondents; Customer employees/contractors (administrators, analysts);
Customer’s business contacts where included in surveys.

4.2 Types of Personal Data (depending on Customer’s configuration and content):
(a) Identification: panel IDs, respondent IDs, pseudonymous identifiers, hashed identifiers;
(b) Contact (optional): email or tokenized contact details;

(c) Technical/telemetry: IP address, timestamps, user agent, device/OS/browser attributes,
approximate geolocation, language/locale, referral/UTM parameters;

(d) Survey content: free-text responses and selections that may incidentally contain personal data;

(e) Anti-fraud/quality signals: response speed, completion time, duplicate detection signals,
behavioral or interaction metrics like keystroke timing intervals, cursor movement/scroll/focus
events;



(f) ReDem does not intend to process special categories of personal data (e.g., political opinions in a
survey). Such data is considered restricted by default, and may only be processed if Customer
configures the Services accordingly and ensures a valid legal basis under Article 9 GDPR.

4.3 No systematic biometric processing: The Services are not intended for biometric identification or
emotion recognition. ReDem does not perform systematic biometric processing within the meaning
of Article 9 GDPR or the EU Al Act. In particular, while the Services may process behavioral
interaction metrics (such as keystroke intervals, cursor movements, scroll or focus events) for
purposes of security, fraud prevention, and data quality assurance, such data is not processed for the
purpose of uniquely identifying natural persons or inferring their emotional state, and therefore does
not constitute biometric identification or emotion recognition.

5. Confidentiality and Personnel

5.1 ReDem requires that personnel authorized to process Customer Personal Data are subject to
confidentiality obligations and are provided with privacy and security training appropriate to their
roles.

5.2 Access to Customer Personal Data is strictly need-to-know and role-based.

6. Security of Processing (Art. 32 GDPR)

6.1 ReDem shall implement and maintain appropriate technical and organizational measures
(“TOMSs”) designed to ensure a level of security appropriate to risk, including measures for
confidentiality, integrity, availability and resilience as detailed in Annex II.

ReDem will regularly assess and update TOMs to address evolving risks, industry standards and
threat intelligence, without materially reducing security.

7. Sub-processing

7.1 General Authorization: Customer authorizes ReDem to engage Sub-processors listed in Annex ll|
(as updated).

7.2 Onward Flow-down: ReDem will engage Sub-processors under written agreements that reflect
applicable data protection requirements, including Standard Contractual Clauses (SCCs) where
required.

7.3 Change Notification & Objection: ReDem will notify Customer of intended Sub-processor
changes via email and/or in-product and allow 14 days for objection. If Customer does not object
within this period, the Sub-processor shall be deemed approved. If Customer reasonably objects on
data-protection grounds, the parties will work in good faith to resolve the objection..

7.4 Sub-processor Responsibility: ReDem remains responsible for complying with its obligations
under this DPA when engaging Sub-processors. In accordance with Article 28(4) GDPR, ReDem shall
be liable for the performance of Sub-processors’ data-processing obligations only to the extent
required by the GDPR or where ReDem has failed to meet its own obligations under this DPA.

8. International Transfers

8.1 ReDem will not transfer Customer Personal Data outside the EEA/UK/Switzerland unless it
implements a valid transfer mechanism under Applicable Data Protection Law (e.g., adequacy, SCCs,
or UK IDTA/Addendum).



8.2 Standard Contractual Clauses (SCCs): Where the SCCs are applicable, the parties incorporate the
Commission Implementing Decision (EU) 2021/914 Standard Contractual Clauses (appropriate
Module(s)) as set out in Annex IV, completed by this DPA’s Annexes and processing details.

8.3 Transfer Impact Assessments (TIA): ReDem will provide reasonable assistance, including
information on data flows, technical and organizational measures, and third-country laws to support
Customer’s TIA and risk assessment (Schrems I1).

8.4 Government Access: ReDem will (i) not voluntarily provide access to Customer Personal Data to
public authorities; (ii) promptly notify Customer of any binding request (unless legally prohibited);
and (iii) challenge unlawful or disproportionate requests where reasonable.

9. Assistance and DPIAs

9.1 ReDem will provide reasonable assistance to Customer in fulfilling obligations regarding security,
personal data breaches, data protection impact assessments (DPIAs) and prior consultations with
supervisory authorities, taking into account the nature of processing and information available to
ReDem (Art. 28(3)(f), 35, 36 GDPR).

9.2 ReDem'’s assistance may include security documentation, architecture descriptions, and
responses to questionnaires.

10. Personal Data Breach Notification

10.1 ReDem shall notify Customer without undue delay after becoming aware of a Personal Data
Breach affecting Customer Personal Data and, where feasible, no later than 24 hours after
confirmation.

10.2 The notification will describe (to the extent known at the time): the nature of the breach,
categories/approximate number of data subjects and records, likely consequences, and measures
taken or proposed to address the breach, including mitigation.

10.3 ReDem will cooperate with Customer to meet Customer’s Art. 33/34 GDPR obligations.

11. Data Subject Requests

11.1 Taking into account the nature of processing, ReDem shall assist Customer by appropriate
technical and organizational measures in responding to data subject requests (access, rectification,
erasure, restriction, portability, objection, and rights related to automated decisions).

11.2 If ReDem receives a request directly, it will promptly forward it to Customer without
responding, unless otherwise authorized.

12. Records and Demonstration of Compliance

12.1 ReDem will maintain records of processing activities under Art. 30(2) GDPR as a processor and
make them available to Customer or competent supervisory authorities upon request.

12.2 ReDem may provide third-party audit reports or certifications (if any) to facilitate Customer’s
compliance assessments.

13. Return and Deletion

13.1 End of Processing: At the Customer’s choice, ReDem shall return all Customer Personal Data and
then delete all copies, or delete all Customer Personal Data, in each case unless Union or Member



State law requires storage. ReDem shall ensure that its Sub-processors are contractually bound to
perform corresponding deletion obligations.

13.2 Backups: Customer Personal Data contained in routine system backups will be protected against
further processing and will be securely overwritten in accordance with ReDem’s standard data
retention and deletion schedule, which ensures deletion within a reasonable period (normally 35-90
days, depending on technical constraints).

13.3 Certificate: On request, ReDem will provide a deletion certificate.

14. Audits

14.1 Audit Rights: Customer (or an independent auditor mandated by Customer) may audit ReDem’s
compliance with this DPA up to once per 12-month period and following a Personal Data Breach or
supervisory authority request.

14.2 Scope & Method: ReDem may satisfy audits by providing up-to-date security documentation,
responses to vendor diligence questionnaires, and (if available) third-party reports. On-site audits are
permitted on reasonable notice, during business hours, without disrupting operations, and subject to
confidentiality and safety measures.

14.3 Costs: Each party shall bear its own ordinary costs relating to audits. Any additional costs,
expenses, or fees incurred by ReDem as a direct result of audits initiated by Customer (including on-
site audits and third-party auditor fees) shall be borne exclusively by Customer.

15. Processor Use of Data; Service Analytics

15.1 No Secondary Use: ReDem will not sell, share, or otherwise use Customer Personal Data for
advertising or marketing purposes. ReDem continuously improves and further develops its
algorithms and Services; such improvements are based on system usage patterns, aggregated
statistics, and other data that does not constitute Customer Personal Data. Customer Personal Data
will not be used to train generalized models or for other secondary purposes without Customer’s
prior documented opt-in.

15.2 Services Data: ReDem processes certain operational data generated by the Services (such as
system logs, uptime and capacity metrics, and fraud- or abuse-detection signals) on its own
responsibility in order to operate, protect, and improve the platform. This processing does not
involve re-using Customer Personal Data for unrelated purposes.

15.3 Aggregated/De-identified: ReDem may create aggregated or de-identified statistics regarding
platform performance and fraud patterns, ensuring such outputs cannot reasonably be used to
identify a natural person.

15.4 Behavioral Interaction Signals: Processor may, on Controller’s instructions, collect and analyze
behavioral/interaction data as described in Section 4.2(e) (e.g., keystroke timing intervals, cursor
movement/scroll/focus events) solely to detect fraudulent/automated/bot activity, duplicate or low-
quality responses, and to generate fraud/quality scores/flags for Controller’s review. Processor does
not use such interaction data to uniquely identify a natural person, does not create biometric
templates or perform emotion recognition (see Section 4.3). Outputs are decision-support; where
Controller configures solely automated effects on individuals, Controller ensures Article 22 GDPR
safeguards (human oversight, ability to contest, transparency) and any ePrivacy/terminal-equipment
notices/consents. Raw behavioral/interaction data is retained only as long as necessary; deletion
otherwise follows Section 13.



16. Special Categories and Children’s Data

16.1 ReDem does not require Special Categories for its Services. If such data is included by Customer,
Customer represents that an appropriate legal basis applies and adequate safeguards are
implemented (e.g., explicit consent, DPIA).

16.2 The Services are not intended for processing children’s data without explicit Customer
responsibility for notices and consents under applicable law.

16.3 ReDem does not require or intentionally process personal data relating to criminal convictions
and offences (Art. 10 GDPR). Where Customer instructs such processing, Customer represents that a
valid legal basis and applicable safeguards exist and documents such instruction.

17. Al-Related Governance

17.1 ReDem’s Services may include Al-assisted analytics for detecting low-quality or fraudulent
survey activity. ReDem does not design the Services for high-risk Al uses under Annex Il of the Al Act
(e.g., credit scoring, access to essential services, or employment-related eligibility decisions).
Customer shall not deploy the Services as a high-risk Al system without executing the Al Governance
Addendum (Annex V) and performing required assessments. The classification of the Customer’s use
of the Services under the Al Act, and compliance with any related obligations, remains the sole
responsibility of the Customer insofar as the Services are used in applications subject to the Al Act
(including high-risk use cases under Annex Ill).

17.2 Where Customer uses Al-assisted features to support decision-making that may have legal or
similarly significant effects on individuals, Customer shall ensure compliance with GDPR (including
Article 22) and applicable Al Act obligations for deployers (e.g., fundamental rights impact
assessment, human oversight, logging).

17.3 ReDem will provide transparency notices about Al-enabled features within the Services and
make available relevant technical documentation and logs to assist Customer’s governance.

17.4 ReDem will not use Customer Personal Data to train general-purpose Al models. Use of
Customer Personal Data for model training requires a separate, documented opt-in instruction (see
Annex V). For clarity, ReDem may use non-personal Services Data and aggregated statistics to
improve and operate the Services.

18. Cooperation with Authorities and Notifications

18.1 ReDem will cooperate with the Austrian Data Protection Authority and other competent
supervisory authorities with jurisdiction over the Customer’s processing, as reasonably requested.

18.2 ReDem will promptly notify Customer of any official inquiry relating to the processing of
Customer Personal Data unless prohibited by law.

19. Liability and Indemnity

19.1 Each party is liable for the damages it causes by processing that infringes Applicable Data
Protection Law or this DPA, in accordance with Articles 82—84 GDPR and applicable national law.

19.2 Allocation: As between the parties, Customer is responsible for the lawfulness of processing and
instructions. ReDem is responsible for implementing appropriate TOMs and following Customer’s
lawful instructions. ReDem shall not be liable for damages arising from unlawful, incorrect, or
incomplete data entries or instructions provided by the Customer.



19.3 Caps: Unless prohibited by law, the liability of the parties under this DPA shall be subject to the
limitation of liability set out in § 16 of ReDem’s General Terms and Conditions, except that no
limitation applies to: (i) intentional misconduct or gross negligence; (ii) death or personal injury; or
(iii) statutory liability to data subjects under Article 82 GDPR or equivalent provisions of Applicable
Data Protection Law where such liability cannot be limited.

20. Order of Precedence

If there is a conflict between this DPA and the MSA, Order Form, or Subscription Agreement, this DPA
controls with respect to data protection and privacy. The SCCs (Annex IV) prevail in case of conflict
with this DPA.

21. Changes to this DPA

ReDem may update this DPA to reflect legal, regulatory, or technical developments. Material changes
will be announced with reasonable advance notice. If Customer materially objects within the notice
period and the parties cannot agree on alternatives, Customer may terminate the affected Services.

22. Costs

Unless expressly included in the Services, where ReDem’s assistance under this DPA requires material
effort beyond standard support (e.g., in relation to Transfer Impact Assessments, supervisory
authority inquiries, or Customer’s use of Special Categories of data), ReDem may charge fees for such
assistance. Costs will be charged based on ReDem’s applicable hourly rate (currently Euro 150/hour
or the then-current equivalent) and shall be invoiced only after Customer’s prior written approval.

23. Notices

Privacy notices under this DPA shall be sent to the contacts designated in the
Order/Subscription/MSA. Operational security alerts may be sent to Customer’s admin contacts.
ReDem’s privacy contact: office@redem.io (or successor address notified to Customer).

24. Governing Law and Jurisdiction

This DPA is governed by Austrian law. The parties submit to the courts of Linz, Austria, without
prejudice to mandatory rights or remedies available under GDPR before supervisory authorities or
competent courts.

25. Term

This DPA enters into force on the Effective Date and remains in effect for the term of the Services
plus any additional periods needed for return/deletion and compliance.


mailto:office@redem.io

Annex |: Details of Processing (Art. 28(3))

A. Subject Matter: Processing Customer Personal Data to provide cloud-based analysis of online
survey data quality

B. Duration: For the term of the Services and deletion per Section 13.

C. Nature & Purpose: Hosting, storage, structured analysis and scoring of response quality/fraud
signals; deduplication; anomaly detection; dashboards; exports; support; incident response; service
improvement via Services Data.

D. Categories of Data Subjects: Survey respondents; Customer’s staff; Customer’s business contacts
included in surveys.

E. Types of Personal Data: As listed in Section 4.2.

F. Special Categories: Only where Customer provides with a lawful basis; no biometric identification
or emotion recognition by design.

G. Processing Operations: Collection (via API/upload), storage, organization, analysis, scoring,
pseudonymization, retrieval, disclosure by transmission to authorized recipients (e.g., Customer’s
tools), restriction, erasure, destruction.

H. Retention: Configurable by Customer. Default operational retention aligns with the Customer’s
workspace settings; backups expire per Section 13.2.

I. Location of Processing: Primary processing in the EEA; onward transfers outside the EEA only
under Section 8/SCCs, Annex IV and Annex IV Add On.

J. Supervisory Authority: Austrian Data Protection Authority for ReDem; Customer’s lead authority
as applicable.



Annex ll: Technical and Organizational Measures (TOMs)

This section summarizes the technical and organizational measures ReDem implements to protect
personal data and research data processed on behalf of the Customer. It is designed for transparency
while avoiding sensitive implementation details.

1. Scope, Roles & Responsibilities

e Scope: These TOMs apply to all personal data processed by Redem GmbH in the provision of
our services and operation of our business.

e Roles: ReDem acts primarily as a Processor for customer survey content and response data,
and as a Controller for account administration, billing, website analytics, and marketing.

e Accountability: Senior management is accountable for these TOMs; operational ownership is
assigned to Security, Engineering, and Privacy teams.

e Governance: ReDem integrates privacy and security considerations into the design and
development of new services and features, in line with Articles 25 and 32 GDPR. Risks are
assessed during development activities, while quarterly reviews focus on internal data
management practices. Based on the nature and scale of processing, this approach is
considered proportionate, with the option to expand into more structured, recurring risk
analysis for client data where future risk levels or customer requirements justify it.

2. Categories of Personal Data & Processing Purposes

e As Processor (typical): Survey response data; customer contact data (names, emails,
company); project metadata; technical identifiers; optional custom fields as instructed by
customers.

e As Controller (typical): Account profile data; billing data; support interactions; website
analytics (via consent).

e Special categories: We do not intentionally process special categories of data or children’s
data. Where a customer instructs processing of such data, we require explicit documented
instructions, a valid legal basis, and additional safeguards (see §18).

3. Lawfulness, Fairness, Transparency

e GDPR: We adhere to GDPR principles (lawfulness, transparency, purpose limitation, data
minimisation, accuracy, storage limitation, integrity, confidentiality).

e Records: Processing activities are documented in our Record of Processing Activities (RoPA)
(see §21).

e Transparency artifacts: Privacy Notice, Cookie Notice, and DPA are maintained and kept
consistent with actual practices.

4. Data Lifecycle Management & Retention

e Minimisation & design: Systems are designed so users only access their own data; defaults
favour privacy (privacy by default).

e Retention: When acting as a processor, data retention follows customer instructions and the
Data Processing Agreement (DPA) in accordance with Article 28(3)(g) GDPR. By default, upon
contract termination, ReDem will delete or return customer data as instructed. Backup



copies are removed securely once their retention period expires under provider-managed
backup cycles. This approach is considered appropriate under Article 5(1)(e) GDPR, balancing
the storage limitation principle with operational feasibility.

Deletion & return: Verified deletion and/or export on request.

Test data: Production data is not used for testing, unless explicitly authorized by the
customer.

5. Data Hosting & Location

Data residency: Customer data is hosted in EEA data centres operated by reputable cloud
providers; no routine storage outside the EEA without an approved transfer mechanism
(§14).

Segregation: Customer and test data are stored in separate databases to ensure strict
separation of purposes.

6. Access Control & Identity Management

RBAC / Least privilege: ReDem enforces role-based access restrictions following the principle
of least privilege. Access is granted strictly on a documented need-to-know basis and
revoked when no longer required. Access rights are reviewed on a periodic and event-driven
basis (e.g., role changes, staff departures). This approach ensures that access to personal
data remains limited to authorised personnel, consistent with Article 32 GDPR.

Authentication: ReDem applies strong authentication measures proportionate to the risks
associated with the processing of personal data. Multi-factor authentication (MFA) is
implemented for critical systems and administrative accounts where supported and
appropriate. For other systems and application users, strong single-factor authentication is
applied, combined with technical safeguards.

Account Management & Privileged Access: ReDem primarily uses personal, unique accounts
to access systems handling personal data. In certain low-risk tools, shared accounts are used
for operational or licensing reasons; access to these accounts is restricted to authorised staff
only and safeguarded by strong authentication. Privileged or emergency (“break-glass”)
access is permitted when necessary to ensure business continuity or security. Such access is
limited to authorised personnel and subject to appropriate safeguards. Where full just-in-
time (JIT) or logging mechanisms are not technically or economically feasible, alternative
controls are applied to mitigate risks.

Joiner-Mover-Leaver: Timely provisioning and same-day deprovisioning on termination;
periodic certification of rights.

Passwords: Passwords are hashed with a modern, memory-hard algorithm;

Application roles: Access within applications is based on role-based access control (RBAC)
and follows the principle of least privilege. Elevated access is granted only when required for
specific tasks and is restricted to authorised personnel. Where formal approval workflows
are not in place, access decisions are documented and subject to regular review to ensure
appropriateness.
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7. Encryption & Key Management

Data at Rest: Personal data stored within ReDem systems benefits from encryption provided
by underlying infrastructure and service providers. Application-level or field-level encryption
is applied selectively where required. Database contents may be accessible in plaintext to
authorised staff for operational purposes; however, access is strictly limited, safeguarded,
and logged to ensure confidentiality. Passwords are hashed (not encrypted).

Key management: Encryption keys are managed in a controlled manner to prevent
unauthorised access. Keys are stored securely within the systems where encryption is applied
and are accessible only to authorised personnel on a need-to-know basis. Keys are not placed
in publicly accessible locations such as shared file repositories or general cloud storage.
Where automated key management services are not used, compensating measures such as
restricted access, strong authentication, and secure storage practices are applied to maintain
confidentiality and integrity.

Secrets management: APl keys and service credentials are stored securely within the
respective services or protected configuration files. Access to these credentials is restricted
to authorised personnel only and safeguarded through standard access controls. While a
dedicated secrets manager, rotation policies, and access logging are not currently in place,
alternative safeguards are applied to reduce risk of unauthorised disclosure.

8. Network & Infrastructure Security

Segmentation & filtering: Default-deny security groups; only required ports are open.
Databases are not exposed to the public internet.

Administrative access: Admin access via secure channels with MFA; IP restrictions applied
where feasible.

Perimeter protections: ReDem relies on protections provided by its cloud and hosting
providers, including network-level safeguards against common web exploits and denial-of-
service attacks. Additional perimeter measures are implemented where appropriate to the
risk and technical feasibility.

System hardening & patching: ReDem applies baseline operating system and service
hardening measures. Security updates are implemented using a mix of automated and
manual processes. While not all patching is fully automated, updates are applied on a
recurring basis to mitigate known vulnerabilities. Configuration management is partially
automated, with additional processes in place to monitor and address security issues as they
arise.

9. Application Security & Secure SDLC

Authentication & registration: All users must be registered and authenticated; sensitive
endpoints require authentication.

Secure Development & Testing: ReDem follows secure development practices to reduce
risks in the software lifecycle. Code changes undergo peer review prior to deployment.
Security tooling such as secret scanning, dependency analysis, and vulnerability management
is in place, though not yet fully automated across all projects. Static and dynamic application
security testing (SAST/DAST) and infrastructure-as-code (laC) scanning are applied
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selectively, focusing on critical components. High and critical vulnerabilities are prioritised for
remediation in a timely manner.

OWASP & Secure Coding: ReDem considers common web application risks as identified by
the OWASP Top 10. While OWASP guidance is not systematically embedded in day-to-day
development, potential issues are addressed during security testing and penetration tests.
Previous assessments have not identified critical bad practices, and findings are remediated
where required.

Third-party testing: Independent penetration testing at least annually or after major
changes; remediation tracked to closure.

10. Logging, Monitoring & Auditability

Logging & Monitoring: ReDem maintains logging of key system activities to support security
monitoring and incident response. Current logging covers essential events, while centralised
and tamper-resistant activity logging is a planned feature. Logs are protected against
unauthorised access and reviewed as needed to detect anomalies.

Alerting: ReDem monitors systems and reviews logs to detect anomalies and support
security investigations. Automated alerting and central time-synchronisation of logs are not
currently in place. Given the nature and scale of the personal data processed, ReDem has
assessed the risk and determined that existing controls (such as provider-level monitoring,
restricted access, and manual log review) provide an appropriate level of protection under
Article 32 GDPR. These measures are regularly evaluated, and additional automation or
synchronisation features may be introduced where justified by risk and operational
feasibility.

Data minimisation in logs: ReDem seeks to avoid storing personal data in logs wherever
possible. Where personal data may appear in logs, access is restricted to authorised
personnel only. Improvements to implement masking and truncation features are planned as
part of ongoing security enhancements.

Log Retention: ReDem currently retains application-level logs that support operational
troubleshooting and limited forensic review. Access to available logs is restricted to
authorised staff, and log retention is configured in line with operational needs. The
implementation of dedicated security log retention is under consideration as part of future
security improvements.

11. Backups, Availability & Continuity

Backups: Encrypted backups are created regularly (at least daily) and stored in segregated
accounts/buckets with versioning.

Restore testing: ReDem ensures availability and recoverability of personal data through
provider-managed backup and redundancy features. Based on a risk assessment, ReDem
relies on infrastructure-level safeguards, replication mechanisms, and provider SLAs to
ensure that data can be restored in case of an incident. These measures are considered
appropriate under Article 32 GDPR given the nature and scale of the processing. Restore
testing remains under review for future implementation as part of continuous security
improvements.
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Business Continuity & Disaster Recovery: ReDem ensures availability and recoverability of
personal data through the resilience, redundancy, and backup capabilities provided by its
cloud infrastructure providers. Formal business continuity or disaster recovery objectives
(RPO/RTO) are not documented internally. Based on a risk assessment, ReDem relies on
provider SLAs and infrastructure-level safeguards to restore service in a timely manner in the
event of an outage. These measures are considered appropriate under Article 32 GDPR given
the scale and nature of the processing. Additional BC/DR documentation may be developed
in alignment with customer requirements or contractual obligations.

12. Physical & Environmental Security

Data centre controls: We rely on our cloud providers’ certified physical security (multi-layer
access controls, monitoring). We do not disclose site-specific controls publicly to avoid
misuse.

Endpoints: ReDem secures company devices using a combination of standard operating
system protections, strong authentication, and access controls. Based on a risk assessment,
ReDem has determined that the current measures — including cloud-based services that
limit local data storage, restricted user access, and provider-managed security updates —
provide an appropriate level of protection under Article 32 GDPR given the scale and nature
of processing. Additional endpoint hardening measures remain under review for future
implementation as resources permit.

13. Vendor & Sub-processor Management

DPA & due diligence: All sub-processors are vetted for security and privacy; DPAs are in
place with equivalent protections.

List & notification: A current list of sub-processors is maintained; customers are notified of
material changes per DPA.

Security requirements: ReDem engages vendors only after verifying that they provide
sufficient guarantees to implement appropriate technical and organisational measures, as
required under Article 28 GDPR. This is ensured through initial due diligence and contractual
safeguards in Data Processing Agreements (DPAs). Based on a risk assessment, ReDem
considers initial vetting and contractual obligations to be appropriate to the scale and nature
of processing. Additional vendor monitoring measures may be introduced in the future
where risk or customer requirements justify them.

14. International Data Transfers

Restricted transfers: No transfers outside the EEA without an adequate safeguard (e.g., EU
SCCs). ReDem transfers personal data only where permitted under Chapter V GDPR. Where
possible, transfers are limited to countries with an EU adequacy decision. For other third
countries, ReDem relies on Standard Contractual Clauses (SCCs) as the primary transfer
safeguard. Based on a risk assessment, ReDem considers the use of SCCs together with
technical and organisational safeguards (such as access restrictions and encryption) to
provide an appropriate level of protection under Article 46 GDPR. TIAs and supplementary
measures may be introduced in the future where risk or customer requirements justify them.
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15. Data Subject Rights (DSRs)

Supported rights: Access, rectification, erasure, restriction, portability, objection, and rights
related to automated decision-making are supported.

Process & SLA: Requests are logged, identity is verified, and responses are provided within
one month (extendable where lawful); where ReDem is Processor, we promptly forward
requests to the Controller and assist.

No unfair barriers: DSRs can be initiated via documented channels (e.g., privacy email or
portal) without undue friction.

16. Consent & Cookies

Consent capture: Consent (where required) is specific, informed, and freely given; users can
withdraw consent as easily as it was given.

Cookie banner/CMP: A consent mechanism records choices and honours them; only
necessary cookies prior to consent.

17. Privacy by Design / by Default

Privacy & Security by Design: ReDem considers privacy and security aspects when
developing new features and services, in line with Article 25 GDPR. A Data Protection Impact
Assessment (DPIA) is conducted where processing is likely to result in a high risk to the rights
and freedoms of individuals, in accordance with Article 35 GDPR and §21 BDSG. For other
processing activities, risk is assessed on a case-by-case basis, and appropriate safeguards are
applied without formalised design review processes.

Default settings: Defaults limit collection and exposure; optional fields are disabled by
default unless justified.

Pseudonymisation: ReDem processes survey data in a manner that minimises the use of
directly identifying information. Personal identifiers are generally not included in survey
datasets unless required for research purposes or customer instructions.Risks are mitigated
through data minimisation, restricted access, and encryption at the infrastructure level.
Where processing involves higher risk or customer requirements, pseudonymisation
measures may be applied; mapping tables are access-restricted.

Behavioral signals: Collection of behavioral or interaction signals (e.g., keystroke timing and
keypress events, cursor, scroll, or focus events) takes place only within the scope permitted
by applicable ePrivacy rules.

18. Handling of Special Categories & Children’s Data

Special categories: ReDem processes personal data strictly on the basis of customer
instructions as defined in the Data Processing Agreement (DPA). The responsibility for
identifying and establishing a lawful basis for processing special categories of personal data
under Article 9 GDPR lies with the controller. ReDem does not apply separate technical
handling to special categories; instead, all data is subject to the same security safeguards,
including encryption, restricted access, and minimisation where feasible. Where a controller
instructs ReDem to process special category data, such processing is carried out under the
controller’s responsibility and within the agreed contractual framework.
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Children: Services are not directed to children under applicable age of consent; age-related
data is not collected intentionally.

19. Training, Awareness & Confidentiality

Training: All staff receive role-appropriate data protection and security training at
onboarding and at least annually; completion is tracked.

Confidentiality: Staff are bound by confidentiality; breaches of policy may result in
disciplinary action.

Secure handling: Guidance prohibits placing sensitive data in tickets, chat, or email;
approved channels must be used.

20. Incident Response & Personal Data Breaches

Plan: Documented incident response procedures define detection, triage, containment,
eradication, recovery, and post-incident review.

Notification: Where ReDem is Controller, the supervisory authority is notified within 72
hours where required; affected data subjects are notified when risk is high. Where ReDem is
Processor, Controllers are notified without undue delay with information to support their
obligations.

Credentials: ReDem responds to potential credential compromise by rotating affected
credentials and keys and revoking active sessions. Root cause analysis is performed where
feasible. At present, these measures are applied through quarterly reviews and individual
actions rather than a fully standardised company-wide process. Based on a risk assessment,
ReDem considers these measures appropriate to the scale and nature of processing under
Article 32 GDPR, with improvements towards more formalised credential management
processes under review.

Evidence & logs: ReDem maintains basic application and infrastructure logs to support
operational troubleshooting and limited security monitoring. Based on a risk assessment,
ReDem relies on provider-level logging, restricted access, and other technical safeguards to
mitigate risks and ensure accountability under Article 5(2) and Article 32 GDPR. Additional
forensic logging and evidence retention measures may be introduced in the future where risk
or customer requirements justify them.

21. Records, DPIAs & Risk Management

RoPA: We maintain and update the Record of Processing Activities compliant with GDPR Art.
30.

DPIA: ReDem supports the principle of privacy by design and default in accordance with
Article 25 GDPR. Formal Data Protection Impact Assessments (DPIAs) under Article 35 GDPR
are not systematically performed by ReDem, as the responsibility to determine whether
processing is likely to result in a high risk lies with the controller. Based on ReDem’s role as a
processor and the nature of the survey data typically handled, such processing is generally
not considered high-risk. Where a controller determines that a DPIA is required, ReDem will
provide reasonable support to document risks, mitigations, and safeguards as part of the
contractual framework.
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Risk reviews: ReDem considers security and privacy risks when introducing new processing
activities in line with Articles 25 and 32 GDPR. Formalised risk review and residual risk
acceptance processes are not systematically documented for all new processing due to the
limited risk profile of the data typically handled. Where processing is likely to result in a high
risk to individuals, the controller is responsible for initiating a Data Protection Impact
Assessment (DPIA) under Article 35 GDPR, and ReDem will provide reasonable support. Risks
for other processing activities are assessed informally, and appropriate safeguards are
applied without a formal residual risk acceptance process.

22. Data Classification & Handling Rules

Classification: Data is handled according to its sensitivity and risk profile. Personal data,
credentials, and other sensitive information are subject to heightened safeguards, including
restricted access, encryption where feasible, and minimisation. Public or low-risk data is
protected with proportionate controls. This risk-based approach ensures compliance with
Article 32 GDPR without the need for a formal classification framework.

Portable media & printing: ReDem does not rely on portable media or local printing for the
handling of personal data in normal operations. Personal data is processed primarily within
secure, cloud-based systems. As a result, dedicated controls for portable media encryption or
printing restrictions are not systematically enforced. Access to personal data is limited to
authorised personnel, and risks of unauthorised disclosure through removable storage or
printing are considered low. Should exceptional use of portable media or printing be
required, appropriate safeguards (e.g., access restriction, secure deletion) are applied on a
case-by-case basis.

Secure disposal: ReDem ensures that personal data is deleted when no longer required in
accordance with Article 5(1)(e) GDPR. For cloud-based systems, ReDem relies on provider-
managed deletion and storage lifecycle processes, which include secure erasure in line with
industry standards. Certified destruction of physical media is not systematically performed;
however, devices are securely wiped or reset prior to disposal to prevent unauthorised data
recovery. Based on a risk assessment and the limited use of local storage, these measures are
considered appropriate safeguards under Article 32 GDPR. Additional disposal controls may
be adopted in the future if operational needs or customer requirements justify them.

23. Environment & Tenant Separation

Prod vs. non-prod: Separation of production from staging/testing; separate credentials and
networks; least-privilege service roles.

Multi-tenant protections: Logical controls prevent cross-tenant data access; tests validate
isolation.

24, Data Transmission Security

Transport security: ReDem protects data in transit using strong encryption. All customer data
transmissions occur over TLS-encrypted channels. Administrative access is secured using
encrypted management interfaces provided by cloud and service providers. File transfers are
handled through secure third-party tools such as Signal, which provide end-to-end
encryption and integrity protection. A VPN is not currently used, as equivalent security
protections are achieved through these alternative encrypted channels.
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25. Customer Instructions & Controls

e Processing on instructions: ReDem processes personal data solely on documented customer
instructions in the DPA and order forms.

e Customer controls: Customers can view and edit uploaded files; API keys can be rotated.
26. Audits & Assurance

e Internal audits: TOMs and key security controls are reviewed on a recurring, risk-based basis
to ensure they remain effective and proportionate in accordance with Article 32 GDPR. These
reviews are carried out informally by responsible staff and documented where relevant (e.g.,
during customer assessments or policy updates). Based on ReDem’s size and processing
activities, this lightweight approach is considered appropriate, with the option to expand to
more formal audit processes if risk or customer requirements increase.

e External validation: Where appropriate, we obtain third-party assessments (e.g., penetration
tests, certifications/attestations) and share summaries with customers under NDA.

27. Contacts & Oversight

e Privacy lead / DPO: ReDem has not appointed a formal Data Protection Officer (DPO), as the
criteria under Article 37 GDPR are not met. Instead, ReDem has designated a Privacy Lead
who is responsible for coordinating compliance activities, acting as a point of contact for data
protection matters, and ensuring accountability in line with Article 5(2) GDPR. This approach
is considered appropriate to the scale and nature of ReDem’s processing activities.

e Contact channel: ReDem provides data subjects, supervisory authorities, and other
stakeholders with a clear and accessible contact method for privacy-related matters,
including data subject rights (DSRs) and security reports. At present, these requests are
handled through ReDem’s general contact channel (office@redem.io), which is actively
monitored to ensure timely responses. A dedicated privacy-specific email address is not
currently in place, as the general channel is considered sufficient for the scale of processing
and volume of requests. A separate privacy inbox may be introduced in the future if
operational needs or customer requirements justify it.
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Annex lll: Authorized Sub-processors

Current List: ReDem maintains an up-to-date list of its sub-processors. ReDem maintains an up-to-date, publicly available list of its sub-processors, which is
regularly updated on ReDem’s website.

In accordance with Articles 13/14 and 28(2) GDPR, this document lists the third-party sub-processors engaged by Redem GmbH in connection with the
provision of our services. For each sub-processor, we describe the service, typical categories of personal data processed, processing location(s), and the
transfer mechanism for any restricted transfers outside the EEA. ReDem remains the controller (or processor on behalf of its customers, as applicable) and is

responsible for overseeing the compliance of these sub-processors.

Sub-proce | Registered Service / purpose | Typical categories Processing Transfer mechanism (if Key privacy /
ssor (legal | address of personal data location(s) outside EEA) DPA URL
entity)
Amazon 38 Avenue Cloud Customer-provided | EU/EEA data center | Not applicable for https://aws.am
Web John F. infrastructure content and regions selected by | EU-only regions; azon.com/comp
Services Kennedy, (hosting, storage, | account data ReDem (e.g., within | otherwise EU Standard liance/gdpr-
EMEAS.a L-1855 databases, stored/processed the EU). Contractual Clauses center/
r.l. (AWS) Luxembourg | networking, in our cloud (SCCs) via AWS GDPR
backups). environments; DPA.
system and access
logs; support
metadata.
Anthropic | 548 Market Al inference Prompts/inputs & USA (and EU SCCs per Anthropic https://privacy.
PBC Street, PMB | services (Claude) generated outputs; | potentially other DPA. anthropic.com/
90375, San as third-party limited technical regions depending en/
Francisco, CA | provider. metadata (e.g. IP, on provider
94104, USA timestamps). infrastructure).
Crisp IM 2 rue des Live chat and Chat transcripts EU (France, Not applicable for EU https://help.cris
SAS Moulins a customer support | and message Germany, hosting; where data may | p.chat/en/articl
Papiers, content, customer Netherlands). transit outside the EU, e/whats-crisp-
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https://aws.amazon.com/compliance/gdpr-center/
https://aws.amazon.com/compliance/gdpr-center/
https://aws.amazon.com/compliance/gdpr-center/
https://aws.amazon.com/compliance/gdpr-center/
https://privacy.anthropic.com/en/
https://privacy.anthropic.com/en/
https://privacy.anthropic.com/en/
https://help.crisp.chat/en/article/whats-crisp-eu-gdpr-compliance-status-nhv54c/
https://help.crisp.chat/en/article/whats-crisp-eu-gdpr-compliance-status-nhv54c/
https://help.crisp.chat/en/article/whats-crisp-eu-gdpr-compliance-status-nhv54c/

44300 messaging or end-user Limited relay provider safeguards apply | eu-gdpr-
Nantes, platform identifiers (e.g. servers globally for | (e.g. SCCs) compliance-
France name, email), performance/log status-nhv54c/
device/browser routing.
metadata,
engagement
history
Google 70 Sir John Cloud and Customer content | EU/EEA data center | Not applicable for https://cloud.go
Cloud Rogerson’s enterprise stored/processed regions selected by | EU-only regions; ogle.com/terms
EMEA Quay, Dublin | services (e.g., in Google services; | ReDem. otherwise EU SCCs per /data-
Limited 2, Ireland Google Cloud account and usage Google Cloud Data processing-
Platform / certain | logs; support Processing Addendum. addendum
Workspace metadata.
services).
Hetzner Industriestr. | Cloud/hosting Customer-provided | Germany / EU data Not applicable https://www.he
Online 25,91710 services and content, service centers. (processing in the EU). tzner.com/legal
GmbH Gunzenhaus | related and access logs, /privacy-policy/
en, Germany | infrastructure. and support
metadata as
applicable.
HubSpot, 25 First CRM, marketing Business contact United States (and EU SCCs incorporated https://legal.hu
Inc. Street, 2nd automation, and data, marketing EU data centers if into HubSpot’s DPA. bspot.com/dpa

Floor,
Cambridge,
MA 02141,
USA

customer
engagement
platform.

preferences,
engagement data;
limited support
metadata.

configured by
provider).
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https://help.crisp.chat/en/article/whats-crisp-eu-gdpr-compliance-status-nhv54c/
https://help.crisp.chat/en/article/whats-crisp-eu-gdpr-compliance-status-nhv54c/
https://help.crisp.chat/en/article/whats-crisp-eu-gdpr-compliance-status-nhv54c/
https://cloud.google.com/terms/data-processing-addendum
https://cloud.google.com/terms/data-processing-addendum
https://cloud.google.com/terms/data-processing-addendum
https://cloud.google.com/terms/data-processing-addendum
https://cloud.google.com/terms/data-processing-addendum
https://www.hetzner.com/legal/privacy-policy/
https://www.hetzner.com/legal/privacy-policy/
https://www.hetzner.com/legal/privacy-policy/
https://legal.hubspot.com/dpa
https://legal.hubspot.com/dpa

Insighture

223 Glenfern

Software

Limited access to

Australia (remote

Restricted transfers

https://www.ge

Pty Ltd Road, Upwey | development and | customer personal | support). based on Art. 46 GDPR tskyu.com/priva
(Skyu) VIC 3158, support services data as necessary (SCCs) executed between | cy
Australia under contract for support, ReDem and the provider.
with ReDem. debugging or
implementation
(e.g., business
contact data;
pseudonymized
records).
Leexi SA 1183 Meeting Audio/video EU (per provider Not applicable https://www.le
Chaussée de | transcription/Al meeting content, disclosures). (processing in the EU per | exi.ai/dpa en.p
Wavre, 1160 | notetaker transcripts, provider disclosures). df
Brussels, services. participant
Belgium identifiers, and
related metadata
(as configured by
ReDem).
Microsoft | One Azure OpenAl GPT models for EU/EEA data center | Not applicable for https://www.mi
Ireland Microsoft Services detecting, regions selected by | EU-only regions; crosoft.com/lice
Operation | Place, South analyzing, and ReDem. otherwise EU SCCs per nsing/docs/view
s Limited County preventing survey Microsoft DPA. /Microsoft-
(Microsoft | Business fraud. Embedded Products-and-
Azure) Park, for automated data Services-Data-
Leopardstow quality assurance. Protection-
n, Dublin 18, Addendum-DPA
D18 P521,
Ireland
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https://www.getskyu.com/privacy
https://www.getskyu.com/privacy
https://www.getskyu.com/privacy
https://www.leexi.ai/dpa_en.pdf
https://www.leexi.ai/dpa_en.pdf
https://www.leexi.ai/dpa_en.pdf
https://www.microsoft.com/licensing/docs/view/Microsoft-Products-and-Services-Data-Protection-Addendum-DPA
https://www.microsoft.com/licensing/docs/view/Microsoft-Products-and-Services-Data-Protection-Addendum-DPA
https://www.microsoft.com/licensing/docs/view/Microsoft-Products-and-Services-Data-Protection-Addendum-DPA
https://www.microsoft.com/licensing/docs/view/Microsoft-Products-and-Services-Data-Protection-Addendum-DPA
https://www.microsoft.com/licensing/docs/view/Microsoft-Products-and-Services-Data-Protection-Addendum-DPA
https://www.microsoft.com/licensing/docs/view/Microsoft-Products-and-Services-Data-Protection-Addendum-DPA
https://www.microsoft.com/licensing/docs/view/Microsoft-Products-and-Services-Data-Protection-Addendum-DPA
https://www.microsoft.com/licensing/docs/view/Microsoft-Products-and-Services-Data-Protection-Addendum-DPA

MongoDB, | 229 W 43rd Managed cloud Customer-provided | EU/EEA data center | EU Standard Contractual https://www.m
Inc. Street, 5th database services | content stored in regions selected by | Clauses (SCCs) pursuant ongodb.com/leg
Floor, New (MongoDB Atlas) database ReDem (e.g., to MongoDB’s Data al/dpa
York, NY used for data collections; Frankfurt, Ireland). Processing Agreement.
10036, USA storage and associated
querying. metadata (e.g.,
access logs, system
events).
New Relic, | 188 Spear Observability/AP Telemetry (IP EU or USA EU SCCs per DPA; https://newrelic
Inc. Street, Suite | M (metrics, addresses, user depending on additionally EU-US Data .com/termsandc
1000, San events, logs, agent, account region Privacy Framework onditions/datap
Francisco, CA | traces), performance/error certified. rotection
94105, USA monitoring & logs —some
telemetry. personal data), no
special categories.
OpenAl, 1455 3rd Al model Textual content United States (and EU SCCs pursuant to https://openai.c
L.L.C. Street, San processing (e.g., and other inputs regions per OpenAl | OpenAl’s DPA (Art. 46 om/policies/dat
Francisco, CA | inference on provided for infrastructure). GDPR). a-processing-
94158, USA prompts/inputs processing; limited addendum
that may contain technical
personal data metadata.
provided by
ReDem).
Sendinblu | Képenicker Transactional and | Recipient contact EU (provider’s EU If applicable, https://www.br
e GmbH StraRRe 126, marketing email data (e.g., name, infrastructure); may | provider-implemented evo.com/legal
(Brevo) 10179 Berlin, | delivery and email), message involve safeguards (e.g., SCCs)
Germany related content/metadata, | international per its data processing

terms.
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https://www.mongodb.com/legal/dpa
https://www.mongodb.com/legal/dpa
https://www.mongodb.com/legal/dpa
https://newrelic.com/termsandconditions/dataprotection
https://newrelic.com/termsandconditions/dataprotection
https://newrelic.com/termsandconditions/dataprotection
https://newrelic.com/termsandconditions/dataprotection
https://openai.com/policies/data-processing-addendum
https://openai.com/policies/data-processing-addendum
https://openai.com/policies/data-processing-addendum
https://openai.com/policies/data-processing-addendum
https://www.brevo.com/legal/
https://www.brevo.com/legal/

communications engagement routing per provider
services. metrics. policies.
Signal 650 Castro End-to-end Phone USA; globally Generally independent https://signal.or
Messenge | Street, Suite | encrypted numbers/profile distributed relay controller, not a classical | g/legal/
r, LLC 120-223, messenger/file info, hashed infrastructure processor; where
Mountain transfers for contacts for possible (no content | transfers to the USA
View, CA operational address-book processing). occur, appropriate
94041, USA support (e.g. match, safeguards are assessed
secure file device/browser project-specifically.
sharing). metadata,
connection and
delivery metadata;
no message
contents (E2EE).
TRUENDO | Donau-City-S | Consent Consent records Austria / EU data Not applicable https://docs.tru
Technologi | tralle 1, management (e.g., online centers. (processing in the EU). endo.com/
es GmbH 1220 Vienna, | platform and identifiers,
Austria privacy tools. timestamps),
device &
preference data.

Notes:

e This list is current as of the effective date indicated above and may be updated from time to time. ReDem will provide customers with prior notice (typically at least two weeks in advance) by e-
mail and/or in-product notification of any intended addition or replacement of subprocessors, in accordance with the applicable Data Processing Agreement.

* “Typical categories of personal data” describe the usual case for our services. Actual data processed depends on each customer’s configuration and instructions.

* For providers based outside the EEA, restricted transfers are safeguarded by the provider’s EU Standard Contractual Clauses (SCCs) and/or other valid transfer mechanisms, as reflected in each
provider’s data processing terms.
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https://docs.truendo.com/
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Annex IV: International Transfers & SCCs

A. Applicability: This Annex applies when Customer Personal Data is transferred outside the EEA, UK,
or Switzerland and no adequacy decision applies.

B. Standard Contractual Clauses (SCCs): The parties incorporate the SCCs approved by Commission
Implementing Decision (EU) 2021/914:

e Module 2 (Controller to Processor) where Customer is the exporter and ReDem (or an
EEA/non-EEA affiliate) is the importer.

e Module 3 (Processor to Processor) for ReDem’s onward transfers to non-EEA Sub-processors.
C. Annex Mapping:

e SCC Annex I(A—C) <> this DPA’s Preamble and Annex | (parties, description of transfer,
competent authority).

e SCC Annex Il €< this DPA’s Annex Il (TOMs).

e SCC Annex lll ¢ this DPA’s Annex Il (Sub-processors). The competent supervisory authority
shall be the Austrian Data Protection Authority, unless the Customer is established in
another EU/EEA Member State, in which case the competent supervisory authority shall be
the Customer’s local supervisory authority.

D. Transfer Impact Assessments (TIAs) and Supplemental Measures: The parties will document TIAs
and adopt supplemental technical/contractual measures where needed (e.g., customer-managed
encryption, access transparency).
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Annex IV Add-On: UK & Swiss Transfers

1. United Kingdom: For transfers subject to the UK GDPR, the parties use the UK International Data
Transfer Addendum to the EU Commission Standard Contractual Clauses (ICO version B.1.0, effective
21 March 2022, or any subsequently approved version, which shall automatically apply), in
combination with the EU SCCs (2021/914, Module 2, Module 3, and, where applicable, Module 4).

e Table 1: The parties’ details and key information are as set out in this DPA and its Annexes.

e Table 2: The Approved EU SCCs are the Standard Contractual Clauses adopted by Commission
Implementing Decision (EU) 2021/914 (Module 2 and/or Module 3, as applicable), as
incorporated in this DPA.

e Table 3: Annexes I-Ill of the SCCs are as set out in Annexes I-Ill of this DPA.

e Table 4: The parties select the “neither party” option for the ability to make changes, unless
otherwise agreed in writing. In case of conflict between the UK Addendum and any other
part of this DPA, the UK Addendum prevails for UK transfers.

2. Switzerland: For transfers of Customer Personal Data subject to the Swiss Federal Data Protection
Act (FADP), the parties agree that the EU Commission Standard Contractual Clauses adopted by
Commission Implementing Decision (EU) 2021/914 (Module 2 and/or Module 3, as applicable) shall
apply with the following modifications:

n u

1. References to “EU”, “Union” or “Member State” shall be interpreted as including
Switzerland.

2. References to the “GDPR” shall be understood as references to the FADP insofar as the
transfers are subject to Swiss law.

3. References to the “competent supervisory authority” shall be understood as the Swiss
Federal Data Protection and Information Commissioner (FDPIC).

4. The governing law for contractual claims is the law of Switzerland, and the place of
jurisdiction is Switzerland.

5. If data transfers are subject to both the GDPR and the FADP, the SCCs as modified by this
section apply in parallel and, in case of conflict, the interpretation that best protects data
subjects prevails.

3. Module 4 - Processor to Controller Transfers: Where ReDem acts as a data exporter and transfers
Customer Personal Data from within the EEA to a controller established outside the EEA, the
Standard Contractual Clauses (Module 4) shall apply.

4. Docking Clause: The parties agree to the Docking Clause under the Standard Contractual Clauses,
permitting additional parties (such as affiliates or group companies) to accede to these clauses at a
later time without requiring re-execution by all original parties.
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Annex V: Al Governance & Responsible Al Addendum

Scope: Applies where Customer enables Al-assisted features in the Services or deploys outputs in
contexts that may fall within the EU Al Act.

Timeline: Timelines reflect Article 113 Al Act (e.g., Chapters I-Il from 2 Feb 2025; GPAI obligations
and governance from 2 Aug 2025; general application from 2 Aug 2026; Article 6(1) from
2 Aug 2027).

1.

Classification & Intended Use: The Services are designed for data-quality assurance in
surveys and are not intended to be deployed as high-risk Al under Annex lll (e.g., credit
scoring, access to essential services, employment). Customer shall not use the Services for
high-risk purposes unless the parties execute a High-Risk Schedule documenting compliance
artifacts (risk management, data governance, technical documentation, logging,
accuracy/robustness/cybersecurity, human oversight, post-market monitoring, incident
reporting).

Deployers’ Duties (if high-risk context): Where Customer acts as a deployer of a high-risk Al
system, Customer is responsible for carrying out a fundamental rights impact assessment,
ensuring human oversight, maintaining logs, and ensuring users are informed as required.
ReDem will provide reasonable assistance with technical documentation and logs, and may
charge the Customer reasonable, cost-based fees for such assistance where the effort
exceeds standard support. Entry into application of deployer obligations is currently
scheduled for 2 August 2026 (subject to EU implementation).

General-Purpose Al (GPAI): If ReDem integrates third-party GPAI models or offers GPAI-
based features, ReDem will use such models only in compliance with applicable law and will
align with transparency and information-sharing duties required by the EU Al Act as they
become applicable (currently from 2 August 2025).

Data Governance for Al. The parties will ensure datasets used within Al-assisted features are
relevant, representative (where feasible), free of known errors to the extent practical, and
include appropriate data governance meta-data (provenance, labeling, known limitations).

Human Oversight. Al outputs (e.g., quality scores like open ended score and coherence
score) are decision-support, not determinations. Customer shall implement human review
and policies to avoid disproportionate adverse effects on individuals (especially where
outputs might influence eligibility or significant effects).

Transparency to Individuals. Where legally required (e.g., if automated tools materially
affect respondents), Customer will ensure appropriate transparency notices and, if
applicable, indicate when content or decisions are Al-assisted.

Logging & Technical Documentation. ReDem will maintain logs related to Al-assisted
features and provide documentation reasonably necessary for compliance and audits.

Serious Incident Reporting. Each party will notify the other without undue delay upon
becoming aware of a “serious incident” concerning Al features (as defined by Al Act), and
cooperate in reporting to competent authorities where required.

Model Training Using Customer Data: ReDem will not use Customer Personal Data for
training or fine-tuning Al models, except where expressly authorized in a separate,
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documented instruction from Customer and subject to an appropriate legal basis under
Applicable Data Protection Law.

Annex VI: Data Protection Contact Points

e Processor: Redem GmbH, HafenstraRe 47-51, 4020 Linz, Austria | office@redem.io

e Controller: As specified in the Order, Subscription or MSA.
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